


3. Remediation

a. Communication
A standard letter is created and sent electronically and in writing. In the case of a Student
Housing resident, the written letter is sent to the Director of Residence Life. The letter
communicates
1. notice that a copyright issue has arisen regarding the network address associated with the
computer or the individual;
a reminder of University policy (and current law) related to copyright;
an offer of technical assistance, if desired;
an expectation that any protected material will be immediately removed,;
notice of OIT right to inspect the machine at any time; and
6. the requirement that a written response be received by OIT within 24 hours.
b. If the user:
1. does not respond, then conclusion 2
2. responds having addressed the complaint, then conclusion 3 (and/or 5, if applicable
because of prior history);
3. is uncooperative or wishes to escalate the issue, then conclusion 4 or 5 as applicable.
c. Inall cases, OIT has the right to inspect equipment to ensure that the issue is resolved. Asa
general rule, this right is only exercised in special cases (e.g. multiple complaints for the same
address).
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Conclusions to Copyright Complaints

Conclusion 1:
There has been a failure in campus network security (an unauthorized device has gained access

Action: Access to the network is blocked, the Helpdesk is notified and the case is closed.

Conclusion 2:

The copyright violation is ongoing and the person most directly impacted (the user) is
unresponsive.
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907-451-8144
RE: Possible Copyright Violation

ACTION REQUIRED: Delivery of Notice to Employee

The University of Alaska has received notice of a possible copyright infringement under the Digital
Millennium Copyright Act (DMCA). The DMCA notice alleges that someone using a computer identified
as registered to an employee under your supervision may have engaged in illegal copyright infringement
(e.g., downloading/distributing unauthorized copyrighted files) using the University of Alaska computing
network, on the date and time indicated below.

Alleged Violation: 1t is alleged that on June 1, 2010, a computer with IP address 123.4.56.123 used Bit
Torrent 1o illegally download the copyrighted material: Dexter Season 4 Complete.

If infringing activity has occurred it is a violation of law and may sub_]ect the user to personal legal
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During the investigation, affected computers will be sequestered by the Office of
Information Technology and hard drives may be imaged and reviewed. Until further
written notice, DO NOT ACCESS THIS COMPUTER, OR ANY OTHER
COMPUTER WHICH YOU HAVE BEEN USING, FOR ANY REASON UNTIL
GIVEN PERMISSION TO DO SO

Please identify any other computer to which you have access:

2. Accept Personal Responsibility - If you do not request an investigation, the

Umversny may, but has no obligation to, investigate. You should be aware that unless
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1. Theft of property or services
2. Violation of published university policies, regulations, rules or procedures as
well as federal law.
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take action. The files you reportedly shared are owned by the artists, producers and designers who want

to capture the revenues of their hard work For people to download this matenal from the Internet takes
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